
Exhibit A 
Description of Services 

 
 
Name        
 
Organization       
 
Role  Select 
 
Organization certification: Select 
If required, who is required to sign:   Select 
 
 
Restrictions on use of data 
 
Researcher certification:    Select 
 
Secondary use restrictions:   Select 
 
IRB  Select 
IRB number (If required)       
 
 
Data access 
 
Data access allowed   Portal 

    Analysis Gateway 
    Notebooks 
    Virtual machines 
    Virtual Desktop Infrastructure (VDI) 

 
 
Security and privacy 
 
Security training  Select 
 
Is there an associated Privacy and Security Agreement required?   Select 
If so, select required agreement:   Select 
 
Is an Accepted Use Policy required?   Select 
Is so, selected required agreement:  Select 
 
CISO cloud certification    Select 
 
Downloading data 
 
Data download allowed     Select   
CISO download certification Choose  
 
In the case that data may be downloaded, User agrees to download Project Data from the Platform only 
to a system that is centrally managed by the User’s Organization and designed to host and protect 



controlled access or sensitive data.   In particular, the User agrees not to download data to a User’s 
personal laptop or to any portable, non-encrypted media. 

 
 
 
Authentication 
 
CCSR shall only permit Authenticated Individuals to access Customer’s Account or the Customer 
Material; provided, however, that CCSR personnel may access Customer’s Account or Customer Material 
to the extent necessary to provide the Services. For the purposes of this Agreement, “Authenticated 
Individual” means a person or entity that has been authorized by Customer to access Customer’s 
Account or the Customer Material using the authentication process agreed between CCSR and Customer 
(i.e., such person or entity is identified as an authorized person or entity in a Customer database of users 
which the CCSR may query). 

 

Fees 

There are no fees associated with the use of these services, but services may be limited via allocations 
and quotas to Users. It is important to note that the User may be able to launch additional services 
through the Platform that would be associated with the User’s direct account with a Cloud Service 
Provider, for which there may be fees that would be payable to the Cloud Servicer Provider. 

 


